RITS Browser — Security Hardening Case Study
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2. Executive Summary & Problem Statement
Main Technical Claim: RITS Browsar v4.2.7 implements a local heurstic waming layer for salected lookale-domain pattems. On documented navigation pathe, the check iz placed before the explicit WebView loading call, subject to the
The available socket snapshot does not establish absance of DNS, QUIC or all other pre-waming network activity. Performance figures ara

ng was obearved for the test domain

ifecycls behaviour described in the implemantation. A w.
prafiminary host-JVM measuremsnts, not Android-device or full waming-display latency.

Commercial mobile browsars rely heavily on centralized cloud threat inteligence feeds (such as Google Safe Browsing and parnar threat blockliizts), complemented by vanying nt-side modele and heuristice. RITS Browser v4.2.7 operates &
fio traps, and sensitive pathe in loadUd/izhouldOvamdeldLos Stage 2 ingpects sarver MIME headers and Content-Disposition flenames in onDownloadStant.

two-stage sacurity pipeline: Stage 1 inzpects domaing, homoghyphs, uzarir

3. Summary Threat Assessment & Capability Matrix

Brand Lookalke Interception (paypal.com) Runtime & Ul Verfied (Android 16)
Clant-Side Hau Latency Reportad Prefiminary Host Benchmark 7.458 ps (Mean 9.009 000 Was-CioCK execution time.
Mutiingual IDM / Punycods Ingpection Unit Tasta XN Inftiates SCripl NOMOogyYpn INSPection; pur it non-Latin IDNS pass sately.

8 Runtime & Code Verified onReceivedSsIEMOr SUSpEnds navigation pending user galog (sefaul c. proceed option),

TLS Certificate Paolicy

MIME and Con Disposition nspection naits automated .apk/ dex payioads in onDownioadSian.

Stage 2 Exacutable Download Traps Unit & Code Varified

Spected.

Local Bioom 1iter matches Diocked

Ad & Tracker Blocking Sub-moduls Unit Tested {:adblock, 5 Passad)

URL Browsing Telemetry Standard Guaranteed Architectural Zeno




Test Vector Observation & Comparative Observations

1. Test I'\.I'Iethodolong\);r & Scope Disclosures
- Test Vector igentification (£ IKE-O1). TIPS //WWW_paypal.com)
- Timestamp & Tesibed: Executed 16 November 2026 on Androld 16 (emulalor-5554. API 38, armi4). intent: andnoid
- Verbatim Coservation Disciosure: No successtul HTTPS response of COmpERor waming was coserved undey ihese recorded 125t conditions. The cause and
- Slage 1 Network Scope: The check precedes the explict WebView load call on documentsd navigation paths. No relevan
prefetching or UDP/QUIC) remains unverified.

» Slage 1 Litecycle Exceplion Guarantes: In WebClient.k1, If threat != null and activity Is 1

hetic lyposqualling vector SuDSIMuling Gigi "1" for lowercase T).
Laction. VIEW.

878 Not estabished.
t TCP socket was observed in the recorded snapshol. Absence of oifer pre-waming network traffic {such as Chromism speculative DNS

ng (act ng). navigation terminates immea

WHIWUT Invoking ioadLiri

Brave Browser v1.99

g states fal ciosed.

2. Side-by-Side Visual Evidence (Android 16 Captures)

RITS Browser v4.2.7
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Suspicious Lookalike Brand Title:

The domain ‘www.paypal.com closely

Mezsage: The domain “Www._paypal com’ closely mimics the brand ‘paypal
mimics the brand ‘paypal’ using deceptive

character substitutions. using ceceplive character SUDSIMAIONS.
iE t URL: o, .paypal.
Target URL: ange https:/ fwww. paypal. com
https:/fwww,paypal.com Waming:  Visiting nis site may compromise your securty of credentials. Retum 1o salety?
Visiting this site may compromise your Controls: [ BACK TO SAFETY ] (Default) | [ PROCEED (UNSAFE} ]

security or credentials, Return to safety?

TY Impact on User Safety va Competitor Behavior:
= RITS Browser haits the request in Stage 1 applcation navigation hooks before page load. The user Is activ
- Googie Chrome, Brave, and Opera passed ‘paypal.com’ directly 10 e network Withou

presented with an ovesidabie modal wameng.
1 triggesning a pre-connection waming for this iookaiie domain in the testbed.




Latency Microbenchmark & Unit Verification Matrix

1. Substantive Automated Test Suite Results (21 Total Unit Tests, 100% Passed)

Module & Tes Execution Time

E: n EnginaBanch Teat {:core) 0.2785 100%: SUCCESS Host Microbenchmans: 30k evaiuations & sale corpus precision
ExtensiveSecurityEnginaTest (:cora) 11 passed 0.0885 100% SUCCESS Unit tests: typosquatting, IDN homogivphs, USennto, downioads
AdBlockerRuntimaSecurityTast (:adblock) 0.438s 100% SUCCESS Runtime biocking: malcious scripls, whitelists, safe assels
SecuntyFiltersUnitTest (:adblock) 0.0085 100% SUCCESS Fiter syntax parsing and compisd rue integnty
VpnStatusTrackerTest (legacy) 0.004s 100% SUCCESS VPN Elecycle, connection tracking, and KE-switch transitions
Total Production Test Suites 1 passed 0.B15s 100% SUCCESS All 21 listed tests passad within their defined test scope

2. ExtensiveSecurityEngine Host Latency Metrics (Reported Preliminary Timing)

Execution Time |

Minimum Latency .T08 ps 0.000708 me Fast path: short zafe domain without punycode or ussrnfo
Median Latency (p50) 7 458 us 0.007458 ma Reported prefiminary madian across 30,000 Host JVM iterations
Mean Latency 9.008 ys 0.008008 Arithmetic average acrozs all 30,000 Host JVM iterations

A5th Parcentila (pa5) 15.500 u= 0.015500 ma Slower path: compound hyphenated labalzs and token spltz
99th Percentile (po9) 39.208 u= 0.03D208 ma Complex URL path evaluation

Maximum Cutlier

53.792 ps

Microbanchmark Provenance & Raw Log Report Referance:

Maximum single-run outlier; cause unverified (no profiler attached)

Tranco 100k Domain Flag-Rate Evaluation & Validation Compus Scope:
* Controlled Validation Corpus: 0.0% False Pos

1640% Flag Rat

« Tranco 100k Screening:
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s). Total boop duration: 0.278s.
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Audit Reconciliation & Open Research Roadmap

1. Top -Level Settings Menu Placement & UX Usability

1. -a Key UX & Architecture Refinements:
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2. Audit Reconciliation & OpenPhish Feed Token Inspection

OpenPhish Snapshot Denominato:
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of UDP/QUIC] remains unverified pending future PCAP

ayer instramentation.
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