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1. Document Control & Testbed Environment Specification

Lagal Entity Publishar Raise |T Solutions LLC
Document Classification Expior; ngee-! Techmical Case Study (v7.0 7 Rev G Reconclied Baseine)
Author / Evaluating Entity RITS Secunity Architecture & Core Enginesring Group

i 255, Package: acr.DrowWSser.rasenrowsermus)

Targst Application Under Test RITS Browser v4.2

Google Chroma Android Basaline Chrome v155.0.8059.84 (VersionCode: 805908404, Package: com.android.chrome)

Brave Browser Android Baszalina Brave v1.90.55 (VersionCode: 420805504, Package: com.brave baoy
Opera Browser Android Baseline Opera v103.3.5234 91185 (VersionCode: 1910312408, Package: com.opera browser)

Evaluation Platform & Hardware ANGOI Emutator (soik_gphonetd_armi4, emulator-5554), Andnoid 16 (AP Levei 35, am&4-vaa)

2. Executive Scope & Verbatim Methodological Disclosures
RITS Browser v4.2.7 implemants a local heurstic waming layer for selected lookalke-domain pattemns. On documented navigation pathe, the check iz placed before the explicit WebView loading call, subject to the ifecycle behavior describad in
the implemeantation. A waming was obsanved for the test domain. The avaiable socket anapshot does not establish absance of DNS, QUIC, or all other pre-waming network activity. Performanca figures are reported preliminary hoat-JVM

measurements, not Android-device or full waming-display latency.

rad under thesa recordad test conditiona. The cause and threat-feed listing atatus were not establizhed. Do not infer competitor intemal

Verbatim 1 D aura: Mo ful HTTPS 126 OF fitor waming was
architecture from thiz single obsarvation.

3. Single-Vector Observation Summary Table (paypal.com)

n Rl e ation

midable Waming Dialog Displayed

Lookalike Waming Interstitial

ride UrLoading) Dispaicheq direc!

Pra-Dizpatch Mavigation Hook Stage 1 Hook (loadUrd / should

0Tk connection attempied)

TCP Socket Maonitor Snapshot Na relevant TCP socket obsarved in anapshot Dispatched |

Host Hauristic Execution Reported prafiminary madian 7.458 ys (Mean 9.008 us) N/A {LoCal lpokalice heunistic feature not observed)




Visual Captures & Code Life-Cycle Fail-Closed Logic
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1. Side-by-Side Visual Evidence (Android 16 Screen Captures)

RITS Browser v4 2.7 Google Chrome v155 Brave Browser v1.99 Opera Browsar vi03
1 1o i B0+ § OB v 859+ 1 OB i 1+ 1086 L d
M paypalcom + @ i paypal.com @ A @ paypatcom i
Suspicious Lookalike Brand
The domain www.paypal.com’ closely
mimics the brand ‘paypal’ using deceptive
character substitutions
Target URL:
hitps:fwww, paypal.com
Wigiting this site may compramise your
security or credentials. Retumn to safety?
@ R Q (O] i ¢ > @ 8 @
PASS: Waming Dialog Displayed NO WARNING OBSERVED" NO WARNING OBSERVED" NO WARNING OBSERVED"

2. Interception Lifecycle Exception & Fail-Closed Mechanics




Reported Preliminary Host Metrics & Test Reconciliation

1. Automated Test Suite Reconciliation (21 Total Unit Tests, 100% Passed)

Tests Passad

E: E BenchmarkTast (:cora) 2 passed 0.278s 100% SUCCESS Hest Microbenchmarn: 30k evaluations & sale corpus precision
ExtensiveSecurityEngineTest (:cora) 11 passed 0.0885 100% SUCCESS Unit 1ests: typosquatting, IDN homogiyphs, useninto, downioads
AdBlockerRuntime SecurityTest {:adblock) 4 passed 0.4385 100% SUCCESS Runtime Diocking: makiclous scripts, whitelsts, safe assets
SecurityFitersUnitTast [:adblock) 2 passed 0.0065 100% SUCCESS FEter syntax parsing and compsied ruie inegety

VpnStatusTrackerTast (Jagacy) 2 passed 0.0045 100% SUCCESS VPN Elecycie, connection racking, and KE-switch transiions

Total Production Test Suites 21 passad 0.8152 100% SUCCESS Complete verified coverage acrose core (13), adblock (8), and laga

2. ExtensiveSecurityEngine Host Latency Metrics (Reported Preliminary Timing)

Execution Time (us) Execution Time {me) Mesasurement Context
Minimum Latency 0.708 s 0.000708 me Fast path: ghort zafe domain without punycode or userinfo
Median Latency (p50) T.458 ps 0.007458 me Reported praliminary median acrozs 30,000 Host JVM Rerations
Mean Latency 8.009 ys 0.008008 me Arithmeatic average across all 30,000 Host JVM iterations
A5th Parcantile (pa5) 15.500 ys 0.015500 ms Slower path: compound hyphenated labels and token aplita
89th Parcentile (p9a) 39.208 p= 0.039208 ma Complex URL path avaluation
Mazdamum Outlier 2,763.792 2.753792 me Maximum single-run outher; cause unverified (no profiler attachad)

13l wal-clock ioop curation was 0.278 sec
pen DK 21

0 URLS x 1,000 Rerations), 1
1-JVM measureme:

'8 ms), siriclly bounding the accumuiated per-svaiuation measuremen
They evaluale pure simng/regex ma




Tranco Flag-Rate Analysis & OpenPhish Token Verification

1. Tranco 100k Domain Flag-Rate Analysis & Validation Corpus Scope

Top 100,000 global domaing, 164 domains were flagged, represzenting a 0.1640% raw flag rate. Flags are concentrated on shon domain colisions (8.g. case.adu va chase). IMPORTANT

In automated acreening against the Tranco
METHODOLOGICAL NOTE: Tranco domain i

gion does not constitute a benignness carificate. Establishing trus false-positive rates requires manual adjudication of flagged domaina.

Validation Corpus Scope: Once a 20-domain corpus iz used for allowlist tuning, it serves as & vabdation dataset. A saparate untouched test corpus iz regarved for future evaluation.

2. OpenPhish Detected Feed Token & Rule Verification

= Exact Fead URL: hitps:/iwww.favebook.vercal.app

- Extracted Token: favebook

* Target Sead: facebook

* Levenshtein Distance: 1 (f: k va fi k: zingle ch ftution ' for 'e’).

* Triggerad Rule: Levenshtein distance d = 1 againat protected brand target facebook' on public-euffix host vercel.app.

3. Audit Reconciliation & Open Research Roadmap

2) & Stem Rules:

Multi-Character Substitutions
shtein CE NUes

HTTP 301/302 Redirecta:
s hooked In loadUr

(K S1ack may Dypass 1he lockalice wam

pre-wamning network traffic (such as Chwomium specutative DNS prefetching or UDP/QUIC) remains

i1 b for formal OWASP MASVS audit.

2 PCAP fraces, and engage

L

Formal Audit Package & Publizher Idantity Referancsa:
Raise IT Solution

Com| Evigdence Bunde: 0oCs! V_audi_package/.

- Legal Pubisner EntRy
2. Se¢ README_AUDIT_PACKAGE.md and AUDIT_MANIFEST js

for 1ull SHA-256 reprocucinity.




